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Supervisory Guidance on the Independent Assessment
of Financial Institution Year 2000 Preparations

Introduction

Follwing work carried out by its individual parent committees, the Joint Year
2000 Council has decided to take additional steps to promote Year 2000 preparedness
globally. It is therefore issuing this “ Supervisory ” Guidance on the Independent
Assessment of Financial Institution Year 2000 Preparations”, which is adapted from
guidance developed by one of its parent committees, the Basle Committee on Banking
Supervision. It is hoped that this guidance will move supervisors from a level of
general awareness of the problem to a specific, concrete programme of action for
overseeing Year 2000 readiness, both on an individual financial institution basis and
on a system-wide basis. In addition, the parent committees of the Council encourage
supervisors to determine that financial institutions have established realistic target
dates for completing specific steps of the conversion process.

This document provides a structure for conducting an independent assessment
of financial institution readiness related to the year 2000 '. Supervisory agencies
in different countries typically utilise different methods for overseeing the
activities of the institutions for which they have responsibility (for example,
bank supervisors utilise examiners, external auditors, or a combination of the
two, to provide independent verification of information provided by bank). The
Council believes that the guidance contained in this document can be beneficial to
examiners, auditors and others. The Council also believes that supervisors should
consider conducting prudential interviews with senior management of financial
institutions on this critical topic and that this guidance could form the foundation of

1 The guidance focuses on problems that similarly apply to all financial institutions. It does not deal with the specific problems of the
different financial sectors. For instance, the insurance companies have to be aware of and to obviate the high risk of large insurance

and reinsurance claims arising as a result of Year 2000.
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such discussions. Finally, supervisors should consider sharing this guidance with
their financial institutions in order to help them in their own internal evaluations of
action plans.

With regard to the specific issue of Year 2000, no supervisor has the ability to make
certain that problems will not occur due to the millennium change. Each financial
institution bears responsibility for its own systems. However, supervisors should be
able to assess whether the steps being taken by a financial institution to achieve Year
2000 readiness appear to be reasonable and prudent. Supervisors need to follow up
quickly with those institutions that are viewed to be inadequately addressing the Year
2000 problem .

As outlined in such documents as the September 1997 paper issued by the Basle
Committee: “ The Year 2000: A Challenge for Financial Institutions and Bank
Supervisors ”, the wide range of Year 2000-related risks necessitates that management
implement a targeted, multifaceted action plan to protect both the organisation
and its shareholders. Addressing the Year 2000 issue consists of several important
elements. These elements fall into seven broad categories: (1) developing a strategic
approach (2) creating organisational awareness; (3) assessing actions and developing
detailed plans; (4) renovating systems, applications and equipment; (5) validating
the renovation through testing; (6) implementing tested, compliant systems; and
(7) contingency planning. The following guidance is organised under these seven
headings. The paper also contains a final section on miscellaneous issues as well as
a list of resource documents issued by different supervisory authorities in various
countries. These documents are referenced, as appropriate, in footnotes.

Supervisors should be particularly concerned about those financial institutions that
have not completed the first three phases listed above by mid-1998 and are not well
into the renovation phase. Supervisors should consider taking specific action against
such institutions in order to underscore the serious impact such lack of preparations
would have.
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It is imperative that those financial institutions, which may have give limited
attention to this matter to date, begin immediately to take the necessary steps to achieve
Year 2000 readiness. It is essential that senior management recognise that the Year
2000 is more than a technical issue and that they become involved in ensuring timely
resolution of the situtation. For many financial institutions that have not yet begun
the Year 2000 renovation process, it may be impossible for the necessary changes to
internal systems and external interfaces to be fully completed. Institutions that have
not progressed sufficiently should focus on identifying and renovating those systems

that are deemed to be “mission critical” >

.All financial institutions, regardless of their
level of preparedness, need to prioritise work yet to be done and initiate a contingency

planning process.

Methodology

The following procedures are designed to assist supervisors, auditors and
others in determining whether an institution has an effective plan for identifying,
renovating, testing and implementing solutions for Year 2000 processing. Several of
the recommended questions will also allow the examiner or auditor to assess whether
the institution has effectively coordinated Year 2000 processing capabilities with its
customers, service providers, markets, vendors and payment systems counterparties.
it should be noted that the list of questions provided in each chapter is not meant to be
exhaustive. In many instances, more detailed guidance can be found in the referenced
documents.

Questions posed by supervisors or auditors will not necessarily result in a
clear affirmative or negative answer. Rather, the questions are designed to provide
an analytical framework for arriving at a current assessment of the adequancy of
a financial institution’s Year 2000 preparations. It is critical that verification of
sufficient information to validate answers for each question be undertaken to the
extent necessary. For example, supervisors should have access to copies of the

2 “ Mission critical ” systems are those that a financial institution needs to have operational in order to conduct its most basic functions
(for example, determining customer balances). Each institution needs to determine which systems are mission critical and establish

priorities for deployment of scarce resources.
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action plan, other relevant internal documents and various elements of proof, where
available ° (such as the dates of meetings, the names of officers responsible for
various elements of the programme, etc.). Negative answers should be followed up
thoroughly with senior management.

An overall assessment will provide supervisors with a means of prioritising follow
up activities, including supervisory actions, and allocating resources appropriately. In
determining the appropriate follow up activities, supervisors should consider the extent
to which the institution’s management is aggressively pursuing effective corrective
actions and the likelihood that mission-critical systems will be ready on time. In
recognition of the time-sensitive nature of correcting deficiencies, supervisory actions
should be largely determined by the co-operation, responsiveness and capability of the
institution's management and the amount of time remaining prior to the millennium
change.

3 For the local operations of foreign organisations, it may be appropriate to substitute oral explanations of plans rather than requiring
transalations of such plans.
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I. Developing a Strategic Approach

The importance of timely preparations for the millennium change requires
establishing the Year 2000 project as a strategic objective of the financial institution
with a high degree of involvement by senior management. There should be an
assignment of clear lines of responsibility and accountability. A Year 2000 team should
be established to oversee the programme on an institution-wide basis. The strategic
objective should be clearly communicated to all staff. In addition, the institution’s
board of directors and senior management should be involved in assessing the
resource implications of the Year 2000 and kept informed through regular reports on
the status of Year 2000 preparations.

Examiners/ auditors should ask :

1. Has the financial institution clearly established the Year 2000 as a strategic
objective?

2. Has the financial institution developed and documented a Year 2000 strategy? If
s0, has it been clearly communicated to all staff?

3. Has a senior-level executive been assigned explicit oversight responsibility for
the financial institution’s Year 2000 preparation efforts?

4. Has the financial institution established a Year 2000 group (Including the
appropriate officers from various departments) to coordinate the preparations for
the organisation as a whole, including at foreign operations? How is this group
organised and who are its members?

5. Has the financial institution clearly assigned the responsibilities for dealing with
various aspects (technical, operational, business line) of the year 2000 conversion?
How has this been accomplished?

6. Are individuals with Year 2000 responsibilities able to devote sufficient time to
the project to assure success?

7. Are status reports provided on a regular basis to the board of directors, senior
management and all relevant personnel?
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II. Creating Organisational Awareness

An adequate response to the millennium problem requires the entire financial
institution to be aware of the strategic importance of the problem. There must be
an awareness of how the millennium change affects the various activities of the
institution, both domestically and overseas. The financial institution must also
realise that its activities depend on numerous other parties (for example, customers,
correspondents, service providers) that must also be ready for the millennium change.
The financial institution must be aware of the various supervisory requirements for
Year 2000 preparedness established in each of the jurisdictions in which it operates.
In order to make all personnel aware of the Year 2000 problem management should
ensure that this issue is visible within the organisation and share its plans with all
staff.

Examiners/ auditors should ask :

1. Does the financial institution’s board of directors and senior management have a
clear understanding of the Year 2000 problem?

2. Has the board and senior management taken steps to assure the risks associated
with the Year 2000, including risks in operation centres, domestic and foreign
branches, subsidiaries and counterparties, are being fully addressed?

3. Does the financial institution take into consideration Year 2000 issues when
addressing possible changes to organisational structure to key business decisions
such as mergers and acquisition? Is the financial institution aware of how
competing priorities, including changes mandated by external regulatory or
business environments, may affect its ability to achieve Year 2000 readiness?

4. Has the financial institution acknowledged that, where it holds customer assets,

it has an obligation to ensure that those assets are properly protected from Year
2000 risk?
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5. Has the financial institution acknowledged the various major interdependencies
with external parties, including customers, other financial institutions, central
banks, utilities, exchanges, clearing-houses, service providers and vendors?

6. Is the financial institution aware of all supervisory benchmarks, target dates, and
other sound practices identified for Year 2000 compliance in each jurisdiction in
which it operates?

7.Does the financial institution regularly communicate with staff regarding
the Year 2000 problem in order to make all personnel aware of the issue? Have
personnel been given the opportunity to identify specific Year 2000 problems?

8. Are the financial institution’s internal and external auditors involved in the Year
2000 process?
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III. Assessing Actions and Developing Detailed Plans

A critical step for all financial institutions in addressing the year 2000 problem is
the assessment of all areas and activities of the institution affected by the millennium
change and the development of corresponding detailed plans to address conversion
of the affected systems.

During the assessment phase, the financial institution must determine the size
and complexity of the problem and detail the magnitude of the effort necessary to
address the year 2000 issue. An adequate assessment will include consideration of
relationships with third parties, including vendors whose products and services the
institution uses, other financial institutions, clearing-houses and customers with whom
it exchanges data electronically, and customers whose standing may be diminished
by significant disruptions associated with the millennium change. The assessment
must also go beyond information systems and include environmental systems that
are dependent on embedded microchips (for example, security systems, vaults,
telephones, faxes, heating/ cooling systems and elevators). The financial institution
must make an inventory of all hardware and software in order to identify exposures
and prioritise systems. This prioritisation will occur after a risk analysis of the various
systems has been conducted.

The action plan will differ according to the size and complexity of the financial
institution. The institution must identify the required resources (personnel, budget
and external resources) needed to implement the action plan. The action plan should
outline which systems will be replaced, upgraded or otherwise modified and what
the conversion process will entail. The action plan should also include a concrete
timetable for meeting each element of conversion *. This timetable will establish
target dates against which to measure slippage in the implementation of the action
plan. This timetable should include ample time for testing.

4 Example of completion targets are provided in several of the documents issued by national authorities contained in the bibliograhy at
the end of this document. Targets will often vary by the size and complexity of the year 2000 issue as well as from country to
country .
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Examiners/ auditors should ask :

1. Has the financial institution identified all systems, applications and equipment
that could be affected by the millennium change? Has the institution identified
critical business functions, taking into account the impact of failure due to Year
2000 problems?

2. Has this assessment included in-house systems, systems linked externally and all
other systems with embedded computer chips?

3. Have target dates has been established for each element of the conversion
process? What are the target dates established? Do they allow sufficient time for
adequate testing and timely implementation?

4. Has the financial institution established strong monitoring of risk controls
throughout the process to address the Year 2000 problem? Has the institution
developed an appropriately detailed action plan to address the necessary
conversions and potential resulting risks? Has the institution maintained sound
internal controls over the software change process?

5. Has the financial institution addressed Year 2000 business risks with key
markets, service providers, vendors and suppliers? For major dependencies, have
trigger dates been established for obtaining alternative suppliers?

6. Has the financial institution discussed the Year 2000 problem with their major
customers and counterparties and assessed whether customers will be able to
meet their financial and informational obligations to the institution? Has year
2000 readiness been incorporated into the list of criteria for assessing the
suitability of customers and counterparties?
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7. Does the action plan establish realistic time lines with key benchmarks (for
example testing, contacting customers regarding their readiness), including
specific target dates, to be achieved in 1998, 1999 and thereafter ° ?

8. Has the financial institution established a sufficient budget for Year 2000
conversion, taking into account the institution’s unique characteristics? In
addition, has the institution established a system for tracking untilized resources
(expenses, internal and external personnel, technological equipment)? Has the
institution included an assessment of its ability to secure the necessary resources
to implement the action plan? Is the institution continuously evaluating its
budget as events develop and hidden costs are discovered?

5 In order to achieve Year 2000 readiness within existing time constrains, financial institutions may find it necessary to use approaches
that are less than optimal from a longer-run business operation perspective, In such instances, post-century date change plans will

address replacing temporary fixes with more permanent ones.
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IV. Renovating System, Applications and Equipment

In this phase, which is primarily of a technical nature, the necessary adjustments to
the affected systems are made. Execution should be done systematically with priorities
set in accordance with risk. There should be a system of “change management” in
place. For financial institutions relying on outside servicers or third-party software
providers, ongoing discussions to monitor vendor progress and adjust to internal
schedules are critical.

It i1s important that, as problems arise in executing the action plan, they are
promptly addressed and reported to the appropriate levels of management. The
financial institution should continue to give highest priority to those activities that are
considered mission-critical.

Examiners/ auditors should ask :

1. Is the action plan (with clear target dates) well under way and is progress being
adequately monitored?

2. Have there been any significiant changes to established target dates? Do such
changes materially affect the ability of the financial institution to be ready in a
timely manner?

3. Has management established a channel to maintain timely communications with
the institution’s vendors and service providers to determine their progress toward
implementing year 2000 solutions?

4. Does the financial institution have adequate assurances from and monitoring of
the quality of process and timeliness of delivery from outside vendors and
service providers (for example, in back-up servicing and the quality assurance
of products)? Is the institution aware of the usefulness of user groups for sharing
best practices, obtaining information and applying pressure on major vendors
and service providers? Is the institution utilising such groups?

6 “Change management” is the process whereby anew version of an application is put into production under appropriate controls.
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5. What are the frequency and forms of internal reporting on implementation? Are
issue or problems arising from implementation being properly documented?

6. What are the nature of problems or issues that have arisen during the course of
implementation (for example, resource shortages, backlogs, bottlenecks,
failures) and how have these issues been addressed?

7. Does the financial institution have an adequate “change management” process in
place?
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V. Validating the Renovation through Testing

The most extensive phase in the Year 2000 action plan will be testing or validation.
The objective of testing is to ensure that all hardware and software changes, including
interfaces with other systems, are Year 2000 compliant. Financial institutions should
test mission-critical systems first because failure of mission-critical services and
products will have a significant adverse impact on an institution’s operations and
financial condition. The plans should include, at a minimum, the following elements:
testing environment, testing methodology, testing schedules, human and financial
resources, critical test dates, documentation and contingency planning.

The testing phase should focus not only on the financial institution’s own systems
but also on links with the systems of third parties. This means that the institution’s
own test plans will have to be carefully coordinated with those of service providers,
counterparties and customers. As with the implementation phase, financial institutions
should be in ongoing discussions with their vendors about the success of their testing
efforts. It is critical that the institution not rely on statements made by suppliers that
systems are Year 2000 compliant. The institution must independently verify this
compliance through testing. ’

Examiners/ auditors should ask :

1. Has the financial institution developed a testing strategy for Year 2000
modifications? Are controls in place to verify the testing process? Have business
managers been actively involved in developing the test plans, and do they accept
responsibility for their thoroughness?

2. Has a target date been set for completing testing for significant applications with
material third parties (for example, customers, other financial institutions,
payment system providers)?

7 See FFIEC: “Guidance Concerning Testing for Year 2000 Readiness” (April 10, 1998).
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3. Has the financial institution devoted sufficient time and resources to testing and
error checking of all software and hardware changes?

4. Do the tests cover (a) incremental changes to hardware and software components;
(b) connections with other systems; and (c) acceptance testing by internal and
external users?

5. How is the financial institution monitoring testing by suppliers to determine that
their systems are Year 2000 compliant?

6. Does the testing take into consideration important critical dates *?

8 Examples of critical test dates include: September 9. 1999, December 31.1999, etc. See FFIEC Interagency Statement “Guidance
Concerning Testing for Year 2000 Readiness” for a full list of critical test dates.
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VI. Implementing Tested, Compliant Systems

Putting tested, compliant systems into production well before the end of 1999
should be an objective for every financial institution because it allows counterparties
and customers to interact with the system during normal day-to-day activities.
Additionally, once back in production, normal maintenance of the application using
standard change-control procedures becomes possible.

In some instances, organisations may choose to implement renovated systems after
rigorous testing of functionality but before completing Year 2000 testing, especially
external testing. While this approach has the advantage of minimising the length of
time a particular application is “frozen” from normal maintenance and change-control
procedures, it does not lessen the need for through Year 2000 testing.

Appropriate re-testing of systems in production should be addressed when other
Year 2000 applications are introduced. Frequently, compliant systems become
non-compliant because file formats or other components change in another application
with which there is interaction. °

Examiners/ auditors should ask :

1. Does the financial institution have sound procedures in place to control version
changes in applications? Are these procedures followed rigorously with respect to
Year 2000 renovations?

2. Are renovated applications put into production as soon as practical to allow
counterparties and customers to identify and resolve any difficulties they may
have in interacting with the application? Is early implementation a priority for
systems for which all counterparties and customers are not included as part of
the Year 2000 test plan?

3. After a renovated application has been put into production, are there adequate
plans in place to re-test the application when other applications with which it
interacts are changed?

9 See FFIEC: “Guidance Concerning Testing for Year 2000 Readiness” (April 10, 1998).
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VII. Contingency Planning

Despite all efforts to ensure that the financial instiution is ready for the millennium
change, it should be recognised that unforeseen problems may arise. Consequently,
financial institutions must have contingency plans in place to address these problems
as quickly and effectively as possible. The need to develop contingency plans to
assure business continuity is an integral part of the Year 2000 programme. Some
elements of contingency plans, such as the identification of alternatives for external
dependencies and specific dates for making decisions on whether to change vendors,
should be done as part of the assessment phase as inventories are developed.

Other elements such as specific plans for business resumption can be done more
effectively when the likelihood of particular events occurring is better understood.
Because this understanding is developed most effectively as testing begins, especially
external testing, efficient use of resources suggests that contingency planning in this
area will be a priority during the testing process. In particular, it might be necessary
to develop contingency plans to ensure that customer’s assets are protected and that
their instructions can be effected after the 1st January 2000.

Some contingency plans can be developed only in cooperation with counterparties,
customers, and the public sector. In particular, areas of systemic concern need to
have coordinated planning efforts because developing sound approaches will require
knowing what approaches others are using .

Finally, financial institutions should also develop contingency plans related to
the general functioning of the institution. This would include, inter alia, anticipating
expected losses caused by the Year 2000, planning for counterparties being unable
to perform, anticipating above average use of credit lines, and planning limitations
on business activities that are highly dependent on technology (for example, trading
activities)."”

10 See FFIEC: “Guidance Concerning Contingency Planning in Connection with Year 2000 Readiness” (May 13. 1998) .
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Examiners/ auditors should ask :

1. Does the financial institution have contingency plans to deal with slippage in the
Year 2000 renovation, validation or implementation phases?

2. Does the financial institution have contingency planning process in place to
ensure that operations can continue if some systems do not function properly as
of 1st January 20007 Does this process take into account both the risks
associated with a particular activity and the likelihood of particular events
occurring?

3. Has the financial institution reviewed contingency plans and market-wide risk
controls with counterparties, correspondents, clearing-houses, markets, payment
systems, centarl banks, and supervisors? Do the contingency plans of the
institution deal with potential liquidity, market credit, and legal risk issues?

4. Does the financial institution clearly understand how settlement failures will be
addressed (interest, penalties, etc.) for all of its significant business lines? Is the
institution working with counterparties to make certain that market conventions
are understood?

5. Has the financial institution considered the impact on customers of various
contingencies and how negative consequences can be mitigated? Are
contingency measures being examined to ensure that customer’s assets can be
identified and preserved and that instructions can be accepted and executed? Are
mechanisms in place for a fair and expeditious resolution of disputes with
customers that may arise?

6. Are operations in remote locations or foreign countries adequately covered in
contingency plans?

7. Does the financial institution’s contingency plan deal with infrastructure issues
such as telecommunications, electrical power and water?
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8. Does the financial institution’s contingency plan identify levels of responsibility
and reliability and readily available resources (internal and external) to deal with
any problems encountered with the millennium date change?

9. Does the financial institution have an estimate of how long it can operate under
various contingency plans?

10. Are there any significant mission critical applications that will not meet the
deadline for Year 2000 compliance? Is management addressing these problems?

11. Has the financial institution developed contingency plans related to its general
functioning?
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VIII. Miscellaneous Issues

1. Legal Issues

Legal issues may arise from the lack of specificity in contract terms dealing
with Year 2000 issues. Consequently, financial institutions should involve their
in-house and/or outside counsel in the preparation, review and implementation
of the institution’s Year 2000 action plan. Contracts, indemnification provisions,
and officer and director insurance policies should be reviewed and amended,
as appropriate. Current and future purchases of hardware/software technology
should require certification that it is Year 2000 compliant. If contract changes or
modifications are refused, then the institution should consider replacing the
service or product.

The following list provides general information regarding legal issues and is not
intended to provide legal advice regarding specific transactions or matters.

Examiners/ auditors should ask :

1. Is senior management diligently overseeing the Year 2000 conversion process in
order to avoid potential liability for failure to comply with legal responsibilities
to the financial institution? What Director’s and Officer’s insurance coverage
exists?

2. Has the financial institution consulted legal consel as to the appropriate and
proper documentation regarding its Year 2000 efforts? How will internal
documentation being generated now affect the institution’s potential future
litigation position? What steps is the institution taking to avoid, as well as
prepare for, litigation that arises from the Year 2000?

3. Has the financial institution reviewed insurance policies to ascertain if they cover
business losses and liability as a result of the Year 2000?

4. Has the financial institution reviewed the licence agreements and long-term
maintenance agreements relating to all third-party licensed software? Has
this review been done in conjunction with a legal audit in order to preserve the
institution’s legal rights against software vendors?

A A jde T
. r~0tr=ch_;)ﬂ.45J/.)‘/&$ - &
plad & yidiall Gulaall o pad gLy g2V e e r,L.J.>IJ.'_'|'.._UJ4J‘,u'.im.ﬁ.f/r,_”.,;é'.f.LlL.;JL..:ZJ;//‘,L..I.:.I/di.is_,u()‘7‘7/\/0‘1/._9/1’)r,jjr,?.,‘mj -¢
+ ool il sadll i e (Flaiad] 2T oo
A\



Ll 1 5 A sy ol pall g ilaplell g (S pBY) ;A s

5. What are the financial institution’s rights and duties as a systems user relative to
maintenance contractors and software suppliers?

6. What are the financial institution’s rights and duties as a systems provider? Has
the institution provided appropriate documentation to other entities for which
they provide services? Is the financial institution taking the necessary steps to
avoid litigation arising from computer services they provide?

7. Has the financial institution revised its contracts or included in new contracts
provisions ensuring Year 2000 compliance with external service providers,

software developers and suppliers?

8. Does the financial institutions understand the regulatory consequences of remediation
failures in key areas of business operations?

2. Merger/acquisition issues

The extent of Year 2000 conversion efforts will bear directly on corporate merger
and acquisition strategies since they will compete for project managers and technical
resources. Merger and acquisition strategies should therefore include an assessment
of the Year 2000 issue, to the extent possible. This should not only include an anlysis
of the state of readiness of the organisation to be acquired but also what counterparty
problems will, in effect, be “inherited” from that organisation.

Examiners/ auditors should ask :

1. Has the financial institution taken Year 2000 into account when considering
mergers, acquisitions, or business expansions?

2. Has the financial institution included in such considerations dealings with new
customers and counterparties?
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3. What due diligence and other measures is the financial institution taking in
merger and acquisition transactions to protect against inheriting Year 2000
problems and compounding those of the financial institution?

3. Issues related to remote locations

Remote or overseas operations need to devote attention to Year 2000 issues. In
particular, management information systems for businesses that run interactively with
or independently from the head office must be included in the financial institution’s
system inventory and plans.

Examiners/ auditors should ask :

1. How is the financial institution ensuring the Year 2000 readiness of operations
conducted at remote locations, both domestically and overseas?

2. What kind of reporting is required from these locations by the head office?

3. How 1s the head office supporting these remote locations and providing
information that is needed by host country supervisors?

4. Disclosure and customer awareness

As the millennium draws closer, it is important for a financial institution to
communicate with its customers and counterparties regarding the institution’s state
of preparedness. This could include a statement in the annual shareholder’s report as
well as additional printed material that can be made readily available to customers
upon request.

In addition, all line personnel with regular direct contact with customers should
be provided with current information so that they may accurately answer questions
posed by customers. !

11 See FFIEC: “Guidance on Year 2000 Customer Awareness Programs” (May 13, 1998) .
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Examiners/ auditors should ask :

1. Has an information officer and other personnel been assigned the specific duty
of preparing information for customers on the financial institution’s Year 2000
efforts? Are these personnel available to answer the questions of individual
customers related to Year 2000 issues?

2. What efforts is the financial institution making to communicate periodically to its
customers on its Year 2000 conversion programme?

3. Are line personnel adequately informed about the status of the financial
institution’s Year 2000 efforts in order to answer questions posed by customers?
Do they know to whom more detailed or complicated questions should be
referred?
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Testing for Year 2000 Readiness

Testing is consistently identified as the cornerstone of a successful Year 2000
program. Many sources indicate that resources required for testing typically make
up more than half of total project costs. Only through a sound testing program can
financial institutions be assured that their Year 2000 preparations have been thorough
and that significant problems will not develop either internally or with key business
partners. Many basic principles for successful Year 2000 testing will apply to all
institutions. However, important differences in testing strategies will exist from
organisation to organisation and market to market depending upon business priorities,
complexity of operation, reliance on third-party service providers and vendors, and
available resources .

Testing strategies for an individual institution or market is ultimately a business
decision - what are the business risks faced if an application does not work, and
what resources are appropriate to apply to reduce these risks to an acceptable
level. For organisations starting late in their Year 2000 preparations, sufficient
time and resources necessary to complete optimal testing may not be available.
Business decisions and hard choices will have to be made on what is tested and
how it is tested. Testing strategies need to be realistic and feasible and to make
business sense for the organisation and for the market. Regulators and participants
need to adopt strategies that are pragmatic and achievable lest resources be used in
suboptimal ways.

This paper identifies the goals of Year 2000 testing, the elements that can make
up a successful testing program, and the key factors that need to be considered by
financial institutions in developing their own testing strategies .

Goals of Testing

The ultimate goal of the testing phase in Year 2000 programs is to ensure the
operational integrity of systems and interfaces after remediation is complete.
Testing as early as possible also identifies problems and maximises the time to
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fix them. Internal testing assures that applications and the software and hardware
environment in which they run perform correctly and interact properly. Thorough
internal testing is critical for every application and system that is essential for a
business to function .

External testing focuses on the ability to conduct business normally with service
providers, counterparties and customers. It provides an opportunity to focus on
possible problems caused by systems and business partners that interface with an
institution for which information on Year 2000 progress may be limited. For example
through external testing, payment systems are able to observe which participants are
not testing and where there may be unexpected or larger than expected problems. This
knowledge permits appropriate contingency plans to be developed and implemented.
Establishing testing milestones has the added advantage of bringing discipline to
the market to ensure that prudent regulatory or other targets are being addressed
appropriately. Where regulators and operators of exchanges and clearing and
settlement systems see testing targets being missed, the denial of access to specific
services or even regulatory action may be considered .

In addition to the direct consequences of testing, several broad goals may be
achieved including the following :

* Business continuity - Year 2000 risk has the potential to impair the ability of
entities to do business, especially those that rely on date-sensitive activities and
processes. Where a large portion of business activities and processes depend heavily
on technology, failure to test for Year 2000 readiness could have broad implications
for the functioning of business enterprises .

* Market stability - Financial markets and payment and settlement arrangements
rely on the orderly flow of information. often from parties around the world, to
function properly. The interconnected nature of securities transactions and systems
for trading, clearing, exchanging market data, and payments from the basic
infrastructure of the financial market. The Year 2000 problem threatens to impede
that flow of information by corrupting the information technology systems (i.e.,
hardware and software) that make the information exchange possible. Unless
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payment and settlement arrangements successfully test for Year 2000 readiness, for
example, the potential is high that there will be significant delays in settlement that
could, in turn, have broad implications for financial markets more generally .

* Public confidence - If Year 2000 issues are not addressed properly, public
confidence in financial institutions could be undermined, particularly if the
media sensationalises the potential problems that could develop. Successful
testing can offset or even preempt adverse media attention by indicating that
dire predictions may be overstated .

* Legal risk mitigation - The failure to deal properly with the Year 2000 issue
introduces the possibility that financial institutions may face legal liability
to customers and counterparties who demonstrate damage from the failure to
complete transactions normally. Testing atrategies appropriate to the perceived
business risk may be a way both to avoid problems and to mitigate claims of
not taking prudent business precautions. Form this perspective, testing should
be both comprehensive and transparent .

* Contingency planning - The potential problems that could develop from
failure to deal with the Year 2000 issue properly are so numerous that it is
virtually impossible to develop effective contingency plans for all possible
problems. Testing will help identify those vulnerabilities that are most likely to
occur allowing resources for contingency planning and implementation to be
deployed most effectively .

Thediverse combination of goals that come out of the testing process underscores
that testing is not simply a technical issue but rather one that requires the full
attention of business managers. Effective testing strategies must be designed and
executed by these managers who fully understand the underlying business risks.
Failure to have active business commitment to testing almost assures that one
or more of the goals of the testing process will not be met as effectively as they
might .
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Testing Elements

While every financial institution and market is different and testing needs to be
adapted to address these differences. certain basic testing concepts should be borne in
mind when devising testing plans. If tests are conducted in a hardware and software
environment where all of the components are not yet Year 2000 compliant, tests should
be repeated when components change. Some of the key testing concepts follow .

Internal tests are tests over which the testing institution has full control and in which
external parties (customers, counterparties, and financial infrastructure operators)
are not directly involved. Well-designed and thorough internal tests are the most
important part of a successful test strategy .

* Baseline tests are performed before any changes are made to a computer
program or application. The baseline test helps a financial institution compare
performance of the system after changes are made to it in order to benchmark
not only results but also operational efficiency .

e Unit tests are performed on one application to confirm whether remediation
efforts yield accurate results for that application. They do not test how well the
application will perform when it interacts with other applications .

* Integrated tests are performed on multiple applications or systems simultaneously.
Integrated tests confirm whether computer programs function properly as they
interact with other programs. Integrated tests should be repeated when the operating
environment changes. '

1 Where integrated tests have been successfully completed and the operating environment changes, it may be possible to avoid repeating
unit testing if an integrated retest is successful. However, if problems are identified, unit tests may be necessary to identify the source
of the problem .
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* Future date tests simulate processing of renovated programs and applications
for future critical dates to ensure that those dates will not cause program or system
problems. Specific dates to be tested will vary depending on the application. For
applications that will be running at the century date change or across multiple
time zones, testing while the date rolls over will be necessary. For all applications,
testing for the first business day in 2000 is essential. In addition, there are a
number of other special dates such as leap year rollover in 2000 that may warrant
testing .2

* User acceptance tests are performed with internal users and validate whether
the remediations have been done correctly and applications still function as
expected. Internal user acceptance may often be part of integrated and future
date tests .

* External tests are conducted by an institution to assess the risks in remediated
and internally tested systems where they interface with systems and applications
of other institutions and systems. In most instances, external tests will be
coordinated with the external party. External tests are particularly important
where the interfaces is proprietary or specific to the particular business activity
or service provider and the external dependency is mission critical for the

business activity. *

* Point-to-point tests verify the ability of a financial institution to transmit
and/or receive data with another entity or system. Point-to-point testing is the
simplest form of external testing. * Particular care is needed to verify that dates
are synchronised for all systems involved in the test. Point-to-point tests are
particularly important in all instances when the file format for communication
is changed. °

2 A List of key dates that have been identified as being potentially problematic is provided in the Annex. It is unlikely that all of the
dates listed in the Annex will need to be tested, but business managers should evaluate the risks associated with the particular dates in
developing appropriate testing strategies .

3 As a practical matter, service providers may not be able to provide testing to every client. However, if the service and interface
provided is exactly the same for all clients and is unchanged in the mediated application. testing with a subset may provide reasonable
assurance that all clients that have tested internally will be able to function normally .

4 Point-to-point testing may also be used to refer to internal tests between different business units or applications .

5 1If a file format changes after external testing is completed, the tests should be repeated .
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End-to-end tests verify the ability of a financial institution originating a
transaction to transmit test data to a receiving entity or system through one or
more intermediaries performing business functions and to have applications
achieve the desired results.®” End-to-end tests are particularly appropriate for
real-time, interactive applications. participants will typically share test scripts ®
before testing .

Street-wide or industry-wide tests permit most or all participants to test
simultaneously to simulate actual business activities for a particular application.
product or market more realistically.” Such tests are typically scheduled
co-operatively by industry groups or by governmental bodies. Agreed upon test
scripts are typically used for such tests .

Beta tests, as used in the context of Year 2000 testing discussions, are limited
participation external tests that are designed to assure that test scripts achieve the
desired results. It is not unusual for scripts for beta tests to be modified based on
initial test results before being adopted for broader use .

Tests with monitoring are often used by exchanges, clearing houses, payment
systems, and other financial institutions that are essential to the infrastructure
of financial markets. Monitoring permits the service provider to determine
the participants that are conducting tests with it. In extreme cases, the service
provider may establish target dates and standards that must be met by participants
to qualify for continuing access to the systems .

o0

End-to-end tests are sometimes referred to as multilateral tests to distinguish tests that are among intermediate processors testing
among each other without including the true end points of a transacion .

End-to-end tests are typically designed to test telecommunications and other infrastructure providers .
Test scrips are documents describing the testing procedures and the events to be tested .

Street-wide or industry-wide tests are often designed to test all business functions but at lower than normal volume levels in order
to avoid overloading test environments. The design of such tests is typically a resource intensive activity. The realistic ability to
conduct such tests will decrease as Year 2000 approaches .
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Tests with monitoring and affirmation are used by some institutions essential
to the infrastructure of financial markets for the participants that are also deemed
to be part of the infrastructure. In this instance, not only is the participant’s testing
monitored. but also the participant is asked to have a responsible official certify
that the test was indeed part of an overall business process test .

e proxy tests are tests conducted by a third party as an alternative to testing by an

institution itself. Proxy tests are often conducted by user groups as an alternative
to each member testing separately. Because every processing environment and
the procedures in place for its operation will have unique elements, reliance on
proxy testing is an imperfect substitute for an institution or user group actually
conducting the test itself. However. Proxy testing may be appropriate when it is
not practical for every user of a service to conduct point-to-point or more complex
tests with every other user of the service. proxy testing is also helpful in setting
priorities. For example, if one or more institutions have successfully tested a
product. other institutions using that product might consider testing it a later
date in order to focus on higher priorities. Also, for organisations with limited
resources or insufficient time to complete testing, proxy testing may be the only
alternative. Proxy tests should not be considered as an adequate substitute for
a well designed test program and should generally be discouraged when more
complete testing is feasible. Proxy tests should not be used by providers or
clearing or payment services upon which many other institutions depend and for
which no acceptable alternative exists. '

cross-border industry tests are designed to allow more realistic testing

' Cross-border tests

of financial systems connecting different countries.'
are effectively industry-wide tests in which major payments systems and/
or exchanges and clearing houses operate in a synchronised, future dated
environment in two or more countries in order to simulate normal business
days. In many instances, multiple time zones will be involved requiring special
attention to ensure that not only calendars but also clocks are set properly. Efforts

to organise such tests are only recently getting underway.

10

While a service provider of a critical infrastructure application should avoid relying on proxy testing for all components of the
application, users of the service that rely on standard access tools may find that proxy tests of these tools are acceptable .

Financial institutions that deal in multiple currencies or in assets from multiple jurisdictions may also be engaged in bilateral
cross-border testing with counterparties in multiple jurisdictions. This concept is separate from cross-border industry tests, which
are industry-wide .
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This listing of the various types of year 2000 tests is approximately the order
that many organisations will consider conducting the various tests. However, the
ordering and the relative importance of each type of test will vary from application to
application and from one organisation to another. Therefore. each organisation needs
to determine its testing strategy for itself including what tests are necessary and the
order in which tests should be conducted .

Factors to Consider in Developing a Test Strategy

Developing effective test strategies for Year 2000 requires institutions to balance a
number of business objectives and risks and recognise resource and time constraints
that they may face. Additionally, external elements are to be taken into account.
They include third-parties support for business operations, Year 2000 readiness of
customers and counterparties, and their likely impact on normal business operations.
Understanding test plans for external bodies is essential in order to develop test
strategies that allow appropriate coordinated external testing .

* What is important and feasible? As the century date change approaches. it
will be increasingly difficult to renovate and test all applications and systems.
Serveral leading technology consultants already predicts that many major
organisations - both financial and non-financial - will not be Year 2000 ready

for at least some non-mission critical '?

applications. A significant number will
not be fully ready for some applications deemed mission critical. For many of
these major organisations, choices will have to be made regarding what should
be tested since not enough time exists to test everything. Smaller institutions
facing apparently lesser challenges may have also to make similar tough choices

on testing .

12 “Mission critical” systems are those that a financial institution needs to have operational in order to conduct its most basic
functions (e.g. execute payments). As part of developing a detailed inventory of applications during the assessment phase. each
institution should rank the risk associated with an application not functioning properly. The applications with the highest risk
rankings are those that are mission critical .
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Identifying those business operations that are essential for business viability is
critical. Establishing priorities for testing consistent with those activities that are
truly essential will maximise the likelihood that both testing and the Year 2000
program will not fail. '* In many cases, difficult business decisions will have to be
made, particularly as time becomes even shorter .

* What resources will be available for testing? Testing is resource intensive and
requires business knowledge. It requires not only technical resources in the form
of a test environment '# and technical staff to run and monitor it but also business
resources to design appropriate tests and participate in the test itself .

For many system changes, it has been possible to hire outside consultants to handle
technical tasks and purchase time on test systems to conduct tests. As the Year
2000 approaches, however, such outside assistance, especially with the necessary
business knowledge, is becoming increasingly difficult and expensive to acquire.
Making certain that managers, technical staff, hardware (including staff to run it), and
business personnel to oversee testing are available needs to be a very high priority in
developing a testing strategy. Establishing an aggressive test strategy but not having the
resources to complete it may increase overall business risk if too much resources are
devoted to secondary tasks and key tests are unable to be performed .

* How complex are business processes? Organisations that have essential business
activities that require real-time, interactive processing with counterparties and
customers generally should have testing programs involving end-to-end testing and,
In many instances, some type of industry-wide testing, if such testing is feasible.
For other applications, which do not involve real-time and interactive processing,
organisations may provide counterparties or customers with instructions and
information and wait for the other party to execute batch-type processing at periodic

13 Experience shows that some of the more complex forms of testing (e.g. end-to-end, industry-wide testing) require significant time
and resources for their design and execution. Considering the time and resource constraints that prevail, clear testing priorities must be
established with a view to minimising any potential risk of disruptions .

In some instances, testing may not be feasible such as with “no alternative” telecommunications or utility providers that provide no
or very limited testing opportunities. In these circumstances, institutions should focus on testing the customised aspects of their interface
with such service providers, in conjunction with strong due diligence on the preparations of the service provider and contingency planning .

14 Obtaining an appropriate environment for testing is becoming increasingly challenging as weekends and holidays diminish and
third-party sources become fully booked. Even large organisations that have invested in dedicated test environments are facing
problems when different markets or products schedule mandatory tests on the same day but with different test dates .
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intervals. In these instances, it may be possible to rely more heavily on more simple
point-to-point tests as long as the ability to retrieve return responses in a timely
manner is also tested .

Recognising what type of test in necessary for meaningful testing of business
activities and designing test strategies accordingly is essential for effective resource
utilisation .

* Do meaningful alternative exist? For some business functions like clearance and
settlement, no meaningful alternative exists to the use of the external system . For
example, the inability to interact properly with an exchange, clearing agency, or
payment system may not allow transactions to be conducted without undue delays and
serious financial consequences. For these external systems for which no acceptable
alternative exists because of the transactions volumes or other factors, testing at the most
rigorous level is essential. In these instances, the only contingency plan may be to test,
and retest again. The “no alternative” service provider that serves as a conduit for
financial transactions bears a special burden to see that participants are sufficiently
prepared as to avoid system disruptions. ° Typically, such organisations will rely on
monitoring or monitoring-with-affirmation as a means to assure that systemic problems
do not develop with the century date change .

In other instances, where an alternative service provider may be readily available, the need
for rigorous testing may be somewhat reduced. In these cases, however, it is important to
test thoroughly the proposed alternative to make sure that contingency plans that permit
processing along the alternative route have been thoroughly validated for volumes as well
as functionality .

Distinguishing between what must be tested and what should be tested and allocating
testing resources accordingly will become an increasingly critical decision as time
becomes shorter .

15 Participants in payments or clearance and settlement systems are unlikely to be able to test with every other participant. Operators
of such systems will need to design test strategies in ways to assure that participants can reasonably assume that they can conduct
transactions with the entire participant community if they have participated in appropriate tests .
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* How structured should external testing be? Regulators, trade associations and
individual service providers often establish targets for certain types of tests or even
specific schedules for mandatory testing. Such tests may also have detailed scripts for
participants to follow. In other cases, service providers may offer test environments
and leave it largely up to the participant, counterparty, or client to design their own
testing plans .

Those establishing target dates or schedules for coordinated tests or developing test
scripts should take care to make certain that the targets and plans are realistic for
the market. Unduly aggressive targets that cannot be met by significant numbers of
participants without their reallocating significant test resources should be avoided.
Also, very complex test scripts that require substantial resources to develop and execute
could result in institutions adjusting priorities to the detriment of overall business and
broader financial market risk .
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Annex

Key Year 2000 Test Dates

The dates for which an institution will want to test will depend upon the application,
the market, the perceived business risk associated with a particular date, and the
available resources. The following list includes many of the Year 2000 related dates
that organisations have identified as being important for testing in at least some
applications. Other dates may be important for specific products or markets. Many
of these dates may be appropriate for internal tests but unnecessary for external tests.
Other may not be tested at all because the business risk does not warrant it or because
higher priorities and limited resources do not permit such tests. In some instances,
institutions will want to test the “rollover” into or out of particular dates .

Date Reason

April 9, 1999 9999 on the Julian calendar. ' In many computer
programs. 9999 denotes “end of input” .

September 9, 1999 9999 on the Gregorian calendar. In many computer
programs. 9999 denotes “end of input” .

December 30, 1999 Last business day in 1999 for many markets .

December 31, 1999 Last day in 1999 year .

January 1, 2000 Beginning of Year 2000 .

January 3, 2000 First business day in 2000 for many markets .

January 4, 2000 First business day in 2000 for many markets .

January 10, 2000 First business day to require 7 digit date field (10/1/2000)

January 31, 2000 End of first month of 2000 .

February 29, 2000 Leap year day. 2

March 31,2000 End of first quarter of 2000 .

October 10, 2000 First date to require an 8 digit date field (10/10/2000)

December 31, 2000 End of Year 2000 .

January 1,2001 Beginning of Year 2001 .

December 31,2001 Check that year has 365 days .

1 Although the Gregorian calendar is used throughout much of the world, some computer programs are based on the julian calendar .

2 The Gregorian calendar does not have leap years in years that end in xx00 except when xx00 is evenly divisible by 400. Thus,
2000 is the exception to the exception regarding leap years .
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Year 2000 Business Continuity Planning:
Guidelines for Financial Institutions

Introduction

The Purpose of this paper is to help financial institutions, in particular their senior
management, address business continuity palnning in the context of the transition to
the Year 2000. This issue should be at the top of the senior business decision-maker’s
agenda during 1999. It is important that firms understand the need to develop specific
Year 2000 contingency plans as soon as possible and the reason why it is not possible
to rely exclusively on existing plans for this purpose .

Year 2000 continuity planning is about ensuring the continuous and efficient
functioning of business activities during the transition to the new millennium, not
about providing backup for computer systems. It should therefore be approached in a
market and business context, not as a technical project, and should be treated as a top
business priority by the boards and senior management of financial institutions. The
focus should be on core business activities, that is, those on which the survival of the
business depends .

There are various critical stages in the transition to the Year 2000. These relate
in the first instance to the different dates on which information systems might face
date-related difficulties in the course of 1999 and 2000. They also relate to different
deadlines which the firm might face for internal as well as external testing and for
reacting to any unexpected problems that might occur at such times. Problems with
the various external dependencies of the firm, including third-party suppliers, market
infrastructures, counterparties, clients and public utilities, might occur at different
times during the transition. Finally, the firm will have to carefully approach the
century date change in its computer applications, for instance by freezing system
changes at the end of 1999 and gradually introducing new applications during the
course of 2000 .
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Planning for the various possible Year 2000 eventualities and developing
procedures for dealing with any contingencies will take time. This is why financial
firms should start their Year 2000 continuity Planning as soon as possible. To delay
starting is to risk business interruption and may diminish the credibility of the business
in the eyes of customers, counterparties and other third parties (including financial
market regulators) .

Increasingly, as 1999 progresses, institutions should ensure that they are ready to
provide factual information about the state and nature of their Year 2000 preparedness
and continuity planning. Requests for information could originate, internally, from
the different business units and, externally, from those parties to which the firm’s
business continuity is important. It will therefore be important for the firm to develop
appropriate communication strategies, both internal and external .

Part 1 of this paper explains in more detail why all financial institutions must
develop Year 2000 business continuity plans and why work should start as soon as
possible. It also describes the general approaches that should be adopted in developing
and implementing plans, and the responsibilities of senior management .

Part 2 provides more specific guidance on the main features of a business continuity
project. Good practice on this topic will evolve as 1999 progresses and firms are actively
encouraged to study how they can include existing and evolving best practices in their
own approach. In this respect, cooperation with other financial market participants and
with regulators will be useful. The Joint Year 2000 Council or its parent committees
may publish further guidance if this seems appropriate .

1- The general approach to Year 2000 business continuity planning

In order to develop an effective and workable approach to Year 2000 business continuity
planning, senior management must understand the challenges involved in ensuring
business continuity during the transition to 2000 and the need to start work in this
respect as soon as possible. This part of the paper addresses these issue and explains
the general approach to Year 2000 contingency planning .
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1.1 The importance of Year 2000 business continuity planning

Financial institutions throughout the world are actively addressing the Year 2000
problem. The focus has been on awareness, assessment, remediation, testing and
implementation with a view to achieving business continuity so far as mission critical
business activities are concerned. Many observers believe that financial sectors in
many countries will achieve a high state of Year 2000 preparedness .

However, because of the nature of the Year 2000 problem, no institution will
be able to assume that it has removed all threats to business continuity. Even if an
institution believes that it has reasonable grounds for a high degree of confidence in the
effectiveness of its own Year 2000 programme, and in the Year 2000 programmes of
others, it will remain possible for problems to occur in different areas. These include:
the firm’s own systems; the systems of an entity to which it has outsourced some of
its operations; the systems of a financial infrastructure provider such as a clearing and
settlement system or message carrier; and the systems of a major business dependency
such as a correspondent, trading counterparty or large client. Moreover, the firm itself
and all the relevant external parties are vulnerable to possible disruptions at public
utilities such as telecommunications, electricity, water, sewage or transport operators.
The nature and scale of Year 2000 challenges and programmes is such that there can
be no certainty in advance that assessment, remediation, testing and implementation
activity both within and outside the firm has been fully effective .'

Although most problems are likely to be caused by operational failures, they will
directly threaten business continuity. Thorough business continuity planning is therefore
a matter of simple prudence and it must be an integral part of every institution’s Year
2000 strategy .

Most institutions have contingency plans, for example for computer breakdowns
or fire or other physical disasters. These may be a valuable starting-point for Year
2000 continuity planning. However, conventional contingency plans will not be

1 See the Joint Year 2000 Council’s paper “ Scope and Impact of the year 2000 problem * .
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adequate to deal with Year 2000 problems. For example, backup computer systems
are likely to replicate faults in the main hardware and software systems and may not
be available if they are maintained at sites operated by a third party that could face
Year 2000 difficulties. ? Difficulties could also be encountered in different business
areas at the same time, and initially small and localised problems could combine
to create larger disturbances. Problems, one’s own or those of others, might well
be more difficult to diagnose and may take longer to put right. Particular solutions
may not work if adopted and used simultaneously by a large number of institutions
(e.g. simultaneous mass faxing if there is a problem with voice telephony). Most
importantly, the behaviour and perception of external parties, including customers,
trading counterparties and correspondents, may change individually or collectively
(on the basis, for instance, of rumour or speculaion) .

A further important factor is that although 1 January 2000 (like other sensitive
dates in this context) is fixed, information for example about an institution, industry
sector or region’s preparedness is likely to emerge throughout the period before,
during and after 1 January 2000. This will require the risks to be reassessed on an
ongoing basis and the plans to be adapted accordingly .

1.2 The need to start Year 2000 continuity planning as soon as possible

Given all that is involved, the start of continuity planning cannot be left until the
end of Year 2000 preparatory work. At the same time, continuity planning must not be
done in a way which prejudices the successful and timely completion of the other key
elements of a Year 2000 programme .

For the reasons given above, institutions must treat the Year 2000 as a potential
problem without precedent. The issues that need to be addressed are many and
wide-ranging. Institutions must carry out a specific Year 2000 risk assessment and
will need to draw up new plans to address the risks they identify. They should,
as far as possible, test those plans in advance. Developing and implementing a
credible plan will therefore require significant resources and effective organisation.

2 The capacity of back up sites provided by third parties might also prove insufficient if a large number of customers request support
at the same time .
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No doubt this will also take time, and work should therefore be started as soon as
possible. To delay starting is to risk not having an adequate plan in time .

All institutions should aim to have a business continuity project in place as early
as possible, preferably by the end of the first quarter of 1999. The project should
include a timetable which provides for a business continuity plan to be completed
by September 1999. Throughout the process, institutions need to ensure that work is
prioritised so that there is an appropriate focus both in terms of what is most critical
to the business and in terms of timing (e.g. between pre and post-1 January 2000
issues) .

1.3 The general approach to Year 2000 continuity planning

For all institutions, addressing such an unprecedented problem will be very
challenging. Many will have their own approach to contingency planning, which may
well provide a sound methodology, and there are advantages in using familiar methods.
However, what is essential is the full and active involvement of senior management
and all business units in the process .

Most institutions will look in the first instance to their own resources, for example
within their Year 2000 programme’ or their risk management teams, supported
by internal audit, to address Year 2000 Continuity planning. However, given the
unprecedented characteristics of the problem, every institution should make itself
open to outside information, advice and support in order to receive the full benefit of
professional expertise and practical experience as well as, if necessary, the requisite
resources .

Particular caution should be exercised with regard to relying on resources
employed in the Year 2000 programme for the development and implementation of
a Year 2000 continuity project. One reason is that the Year 2000 programme will
involve rigorous and continuous testing and careful implementation of remediated
systems throughout 1999. Technical experts involved in the Year 2000 programme

3 To avoid confusion in this document, the main Year 2000 project aimed at remediating and testing the systems is called the Year
2000 programme, while the project aimed at providing business continuity is called the Year 2000 business continuity project .
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will also need to remain available during all the important phases in the transition
to 2000 in order to deal with any unexpected difficulties that might arise. Part 2 of
this paper contains more specific guidelines on the development and implementation
of the business continuity project. These are based on a number of guides to Year
2000 contingency planning that are now available from, or are being prepared by,
regulatory organisations or trade bodies (see Annex.). Specialist consultancy and
accounting firms have also developed guidelines for proper Year 2000 contingency
planning. Moreover, some individual firms which have recognised at an early stage
that the Year 2000 should not be treated as a competitive issue have been willing
to share information on their own practice and experience. Finally, in some cases
national Year 2000 coordinators are providing guidance to companies .

Most of these documents clearly state that Year 2000 business continuity is not a
technical issue and should receive the attention of senior managers. Their involvement
is required to ensure appropriate accountability and commitment, proper organisation
and extensive coverage. It will be their responsibility to take decisions that relate to
the core business strategies .

With respect to accountability, senior management should sponsor the business
continuity project and provide adequate resources to put in place an effective business
continuity plan in good time. They must ensure the adequate participation of all major
business units. They will have to approve the risk assumptions and analysis and
endorse the plans for risk mitigation and management .

As with the Year 2000 readiness programmes, the development of the business
continuity project will require proper organisation. A timetable, with milestones, will
need to be drawn up and adhered to, which will necessitate conferring the proper
authority on the project group. Coordination with the main Year 2000 readiness
programme as well as with the major business units will be a major challenge .

Aproper organisation team (zero day management) has to be put in place for
the Year 2000 transition period. This team should be responsible for collecting
and disseminating information inside and outside the institutions and should have
decision-making capabilities .
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Ensuring extensive coverage of the Year 2000 continuity project will require
executive attention. Adequate assumptions, scenarios and plans will need to be
developed to cover the risks to which the firms is exposed before, during and after
1 January 2000, including operational, financial and reputational risks. This should
take into account the vulnerabilities to the firm’s own systems as well as to those of
relevant external parties .

2 Guidelines on business continuity projects

This part of the paper provides more specific guidance on the development and
implementation of a business continuity project. Institutions should consider it in the
context of their own particular circumstances, organisation and working methods .

2.1 Establish high-level commitment to a business continuity project

The purpose of a business continuity project is to maximise the ability of the
business to maintain a minimum level of outputs and services and the confidence
of customers, counterparties and other key third parties in adverse circumstances. It
should also help to identify alternatives to normal business processes and to prepare
for a possible crisis. In the event of emergency measures being invoked, the business
continuity project should facilitate the rapid resumption of normal service .

The establishment of a business continuity project may be a matter of business
survival. It requires the rigorous identification of the risks to what is critical for adequate
business continuity as well as the development and implementation of strategies to
reduce those risks (risk prevention) or to mitigate the impact of any problems that
occur in practice (risk mitigation) .

An indicated in part 1, the exposure to risk during the transition to the Year
2000 is likely to be greater than normal. Accordingly, it is purdent for institutions to
assume that problems of some kind will occur and that those problems may well be
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unusual. Nevertheless, institutions should take existing business continuity plans into
account and retain what remains appropriate in a Year 2000 context .

An effective project will be a complex, business-critical and resource-intensive
task. It is essential that boards and senior managements take direct responsibility
for the establishment of a project with the objective of achieving an agreed business
continuity plan and for the allocation of sufficient resources. Their input is essential,
in particular with respect to the formulation of the strategic business priorities that
will need to be reflected in the plan. They must also lend the project the necessary
support to ensure that its importance and priority are recognised by the business as a
whole. Finally, they should monitor its execution, on the basis of regular reporting .

The business continuity project should be given an identified project manager
and a project team of a sufficient size and quality to ensure its timely completion. All
relevant business areas also need to be involved in the project in order to ensure their
commitment and contribution of expertise and knowledge. This is likely to encompass
the major business units, disaster recovery specialists, systems and operations units,
and legel counsel .

The relationship of the project to the Year 2000 programme should be made clear.
It should ensure the effective exchange of relevant information and coordination
between the two projects. As explained in part 1. the objectives and scope of the two
projects are different and it is therefore advisable to establish them separately, with
different project managers and staff. The business cobtinuity project is likely to be
most effective if it is sponsored by senior management .

2.2 Establish a project plan and timelines

A first task of the project team should be to establish a project plan which
identifies the scope of the project, allocates responsibilities for each project task and
lays down timelines for each stream of work. This plan should be approved by the
project team as a whole and endorsed by senior management. The timelines should
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be sufficiently detailed, with milestones, to enable progress on the plan to be regularly
reviewed by both the team and senior management .

The scope of the project plan, and the timelines, should be kept under review and
adjusted as necessary, in the light of experience or new information. Any threats to
the achievement in good time of an effective business continuity strategy should be
identified and addressed as and when they arise .

2.3 Identify business critical systems and processes

An essential objective of the busines continuity project would be to identify what
is critical to the continuity of business. This includes the key systems and processes
which support the critical services and the internal and external dependencies which
are crucial to the business. Much of this information should have been obtained in the
context of the Year 2000 programme. However, the business continuity project should
itself ensure that the risks to business continuity are addressed comprehensively. The
project team should therefore review the analysis made in the main programme .

The business continuity project and the Year 2000 programme should generally
agree on what is considered to be business-critical so that the business as a whole
operates on the basis of a consistent, agreed analysis. Any inconsistencies or
disagreements should be resolved at senior level .

2.4 Establish a risk identification and assessment methodology

To meet the primary purpose of an effective business continuity project it is
essential to put in place a methodology for identifying the risks to business continuity
and assessing their potential impact. That methodology must then be applied across
the business as a whole. That methodology must then be applied across the business
as a whole the methodology should be one which is practical, straightforward and
readily understood by all those in the business who need to use it. It should also
ensure comprehensive risk identification and assessment and be cost-effective .
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The identification of the business’s key processes, systems and dependencies
(both internal and external) should provide the starting-point for identifying the
risks. The business continuity project should consider the risks attaching to the Year
2000 programme itself, such as the failure to complete the programme in time and
inadequacies or errors in one of the programme elements (e.g. inventory or testing).
In addition, the business continuity project must consider the risks arising from the
overall environment in which the business operates. These risks are likely to fall
into one of three broad categories: operational risks, credit and liquidity risks and
reputational risks .

Operational risks could arise from failures in internal systems, problems
with facilities such as lifts, air-conditioning, heating or backup power supplies,
and disruptions in the services provided by utilities such as water, electricity and
telecommunications. They could also result from disturbances in financial market
infrastructure elements such as payment and settlement systems, exchanges, market
information providers or message carriers. Special attention should also be paid to the
fact that frauds may be attempted when operational difficulties are experienced and
normal business functioning (and security) is impaired .

Credit and liquidity risks are the typical financial risks to which financial
institutions are exposed. Credit risk involves the possible financial loss as a result, for
instance of a counterparty default or the depreciation in value of the assets held by the
institution. Liquidity risk arises when financial institutions face unexpected cash-flow
positions and either have to fund cash-flow shortfalls at short notice and unfavourable
terms or invest surplus funds under unattractive conditions. In the context of the Year
2000, such risks can arise in different ways when financial institutions cannot carry
out their business as usual. Particular concerns relate to the ability of firms to trade
and settle under normal conditions and markets to function smoothly and with the
needed liquidity when uncertainty increases .

Reputational risk can occur when a financial institution is seen to be poorly
prepared to deal with operational or financial difficulties and when incidents occur
that impair the institution’s ability to operate normally and efficiently. This can
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result in the institution being negatively perceived by customers, counterparties or
market participants. Given the degree of uncertainty about Year 2000 preparations,
as well as the multiple interdependencies between financial market participants and
their joint dependence on third-party service providers, it is likely that financial firms
will face year 2000 disruptions. There is therefore strong potential for the reputation
of financial firms to be negatively affected by Year 2000 difficulties in the financial
system (whether real or perceived). *

Institutions need to be imaginative in identifying the possible risks. All parts of the
business need to be involved to ensure that the process of risk identification results in
a comprehensive list of perceived risks to business continuity .

For each of the types of risk identified, a proper assessment must be made of the
probability of the risk occurring and the impact on the business if it does occur. The
impact assessment should make explicit assumptions about the expected duration of a
problem, for example, one hour, one day or one week. The purpose of this assessment
is to enable the business to identify those risks which are most likely to occur and
whose impact could be significant. It would also allow the identification of those risks
whose impact could be significant. It would also allow the identification of those
risks whose impact would be very high, even if the probability of occurrence is low.
A simple methodology can be used, for instance classifying probability and impact
(separately) on a high / medium / low basis .

It is essential that the analysis involve those in the business who are best placed
to make the assessment by virtue of their knowledge, experience or expertise. In
particular, business managers, who are in the best position to identify, assess and
address risks to business viability, should be directly involved .

4 As indicated in the Council’s policy paper on disclosure and information sharing (January 1999) this is one reason for financial
firms to take voluntary action to publicly information about their readiness programmes and contingency plans .
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2.5 Develop risk prevention and mitigation measures

After carrying out making the risk assessment, judgements should be made as to
which risks present sufficient threats to the business to require the development of
strategies and actions to prevent them arising or to mitigate their impact if they do
arise. These judgements should be the basis for prioritising work in the project .

There may be various options for risk prevention and mitigation, including :

- Continuous review of results of tests on own systems (including those with
embedded chips) and those of external parties;

- Rigorous prior assessment and continuous review of readiness and contingency
plans of key market infrastructure providers, customers, counterparties, public
utilities and government agencies;

- Reducing legal exposure, for instance by renegotiating contracts or revising
documentation;

- Developing an effective disclosure and communications strategy;

- Working with other market participants, industry associations and market
infrastructure providers to review best practices and, where appropriate, develop
joint initiatives, for instance with respect to market practices;

- Enchancing liquidity and access to liquidity;

- Developing alternatives to normal business processes, for instance manual
procedures or access to alternative types of trading procedure;

- Disaster recovery plans in the event of problems with availability of building,
staff, etc.

Options should be chosen according to the likely seriousness of the expected
disturbances and on the basis of their feasibility and the general business priorities.
The overall objective should be to prepare to deal with contingencies without creating
a false sense of security or an unnecessary degree of anxiety. Particular attention
should be paid to internal and external communication strategies .
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2.6 Zero day information management, communications and decision-taking

A business must be organised and prepared in the run-up to, on and after 1 January
2000, the so-called “zero day” to acquire and use information about itself, about
third parties and about the general environment, including the infrastructure that
may be relevant to business continuity. Information must be available at all times
to allow rapid decisions to be made in response to developments in order to sustain
business continuity. Finally, a firm must be able to communicate about its own status
to regulators, business partners, customers and the media .

For this purpose, the business should, well in advance, identify the information
likely to be required by itself and by others, the sources of that information, the means
of obtaining it and the persons to whom the information is to be made available.
This is likely to have implications for communications arrangements, internal and
external, and for the availability of personnel .

The business should also, well in advance,determine the management arrangements
for decision-making and the staff who will need to be involved in those arrangements.
The facilities and support necessary to ensure that arrangements work efficiently
should also be identified .

A business may consider it necessary to establish one or more communications or
command centres to facilitate the dissemination of information and the monitoring of
developments. Appropriate channels for information flows should enhance internal
consultation and decision-making. To be effective. all these arrangements should be
tested in advance .
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2.7 Process discipline

All risk prevention and mitigation plans should be developed in accordance with
strict process disciplines. This would require: precise documentation of each risk
and of the related prevention or mitigation strategy; allocation of responsibility to
an individual to develop and implement the strategy; and approval at the appropriate
management level of the strategy and implementation plans .

It is also essential that, so far as practicable, each plan be tested to identify gaps or
problems and to verify its credibility. Where necessary, the plan should be modified
in the light of the tests. Those who will have to implement the plan must receive
appropriate guidance and training .

Throughout the period before, during and after 1 January 2000, the business must
be constantly on the alert for new developments or information that may change the
risk identification or assessment or the assumptions made. The business continuity
plan should be adjusted as necessary. In particular, in the context of business continuity
planning as in the main renediation programme, institutions must be alert to the
implications of and risks attaching to changes made by the business to IT systems or
programmes, or to business processes, outside Year 2000 projects. Institutions should
seek to minimise such changes, particularly as 1 January 2000 approaches.’

5 Refer to Council’s press statement and quote private and public sector recommendation to change management .
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Annex
Source Date Title Available from
French financial sector February Addendum to the White www.an2000.gouv.fr
(supervisory authorities 1999 Book on the Year 2000 www.banque-france.fr
and market participants) changeover - Business

continuity after 2000

Global 2000 January Year 2000 Business www.global/2k.com
Coordinating Group 1999 Risk Management
Hong Kong Monetary ~ December Guidance Note on Year www.info.gov.hk/banking
Authority 1998 2000 Contingency Planning / guideline /981214 .htm
by Authorised Institutions
Bank of Japan November  Guidance on Year 2000  www.boj.or.jp
1998 Contingency planning
US General Accounting August Year 2000 Computing Crisis: www.gao.gov/
Office (GAO) 1998 Business Continuity and special.pubs/
Contingency Planning bepguide.pdf
British Bankers’ October Year 2000 Contingency ~ www.bankfacts.org.uk
Association 1998 Planning Guide
(BBA)
Federal Financial 13 May Guidance concerning www.ffiec.gov/y2k
Institutions 1998 Contingency Planning
Examination Council in connection with Year
(FFIEC) 2000 Readiness
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